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Appl. No. 09/738,248 

Amdt. dated January 19, 2005 

Reply to Office action of October 20, 2004 

Claim 1 (Currently Amended) An improved method of electronic voting over a global 
computer network comprising the steps of: 

receiving a request for r e questing a voting ballo t, for an election in which a voting 
entity has a right to vote, the request being made through a voting entity process using a 
public key and a private key of the voting entit y, wherein the voting entity encrypts the 
ballot request with a voting mediator's public key, signs the ballot request with the voting 
entity's private key and sends the ballot request to a voting mediator : 

validating said voting ballot request by the a voting mediator, using a separate 
public key and private key of the voting mediator; 

generating an electronic ballot by the voting mediator; 

sending the generated ballot to said voting entity; 

receiving a vote in said electronic ballot by said voting entity and sending said 
electronic ballot to a voting tabulator; and 

counting the vote of the electronic ballot in the voting tabulator. 

Claim 2 (Currently Amended) The method of claim 1 wherein said ballot requesting step 

further comprises: 

obtaining a voting certificate from the voting mediator; and 
extracting the voting mediator's public key from the voting certificate^ 
e ncrypting the ballot requ e st with th e voting m e diator^ public k e y. 

Claim 3 (Original) The method of claim 2 further comprising the step of packaging said 
ballot request within a sealed object* said sealed object comprising a signature of the data, 
voting certificate and an encryption of the sealed objects. 

Claim 4 (Currently Amended) The method of claim 3 wherein the signature of the ballot 
request is an encrypted hash of the ballot request furthor comprising th e step of fligniag 
oaid ballot r e qu e st with voting entity^ private k e y and s e nding paid ballot roquoot to tho 
voting m e diator . 
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Appl.No. 09/738,248 

Amdt. dated January 19, 2005 

Reply to Office action of October 20, 2004 

Claim 5 (Original) The method of claim 4 further comprising the steps of: 
receiving said ballot request by the voting mediator; 

decrypting the encrypted ballot request with said voting mediator's private key; 
validating said voting entity's certificate; and authenticating; and 
verifying the integrity of signed ballot request using the public key within said 
voting entity's certificate. 



Claim 6 (Currently Amended) The method of claim 5 further comprising the step of 
authorizing a ballot request by checking the signing certificate information against &e 
appropriate a databas e containing information about the voter entity : and determining 
whether said voting entity has previously voted in the identifi e d election. 

Claim 7 (Currently Amended) The method of claim 5 wherein the voting mediator 
validates said ballot request by ensuring that the validity period of the voting certificate 
has not expired, that the certificate can be traced to a root certificate and that the public 
key of the voting mediator validates the signature on the certificate^ 



Claim 8 (Original) The method of claim 7 further comprising the step of ensuring that 
said ballot request comes from the voting entity requesting the ballot by extracting a 
public key fiom the voting entity's certificate and using the voting entity's public key to 
validate the signature of the signed ballot request. 

Claim 9 (Original) The method of claim 1 wherein said ballot generating step further 
comprises the step of authorizing said ballot request by said voting mediator, said 
authorizing step comprising creating an electronic ballot having the unique election 
identification information and ballot number. 
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Appl. No. 09/738,248 

Amdt dated January 19, 2005 

Reply to Office action of October 20, 2004 

Claim 10 (Original) The method of claim 9 further comprising the steps of obtaining the 
public key of the voting tabulator and encrypting said generated ballot with said voting 
tabulator's public key before sending said signed and encrypted ballot to said voting 
entity. 

Claim 11 (Original) The method of claim 1 further comprising before step (e) the step of 
receiving the signed and encrypted message containing the electronic ballot by said 
voting entity, decrypting the signed and encrypted message with the voting entity's 
private key to extract the information contained in the message and validating the signed 
message with said voting mediator's public key. 

Claim 12 (Currently Amended) The method of claim 1 wherein the voting tabulator 
tabulates votes comprising the steps of: 

receiving an encrypted voting information message; 

inspecting the ballot contained in the message to ensure that votes are for the 
election for which t he voting tabulator is tabulating; 

requesting ballot validation from the voting mediator; and 
tabulating votes from the received ballot. 

Claim 13 (Original) The method of claim 12 wherein the voting mediator receives said 
validation request and decrypts and validates the ballot request to determine ballot 
validity. 

Claim 14 (Original) The method of claim 13 further comprising the steps of; sending 
signal and encrypted ballot validation to the voting tabulator by the voting mediator; and 
receiving this response at the voting tabulator and validating and decrypting the response 
and verifying the validation response. 
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Appl. No. 09/738,248 

Aradt dated January 19, 2005 

Reply to Office action of October 20, 2004 

Claim 15 (Currently Amended) A system for implementing an electronic voting process 
over a global computer network comprising: 

a voting entity said voting entity being a client process representing a person or 
group that will be voting in the election; 

a voting mediator said voting mediator being a server process that authorizes and 
creates the anonymous electronic ballot for the voting entity; and 

a voting tabulator said voting tabular being a server process that receives and 
validates the electronic ballot and tabulates the e l e ction results for an election in which 
the electronic ballot was cast 

Claim 16 (Currently Amended) The system archit e ctur e of claim 15 wherein each said 
voting entity, voting mediator and voting tabulator has a separate public key and private 
key, 
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Appl. No. 09/738,248 

Amdt. dated January 19, 2005 

Reply to Office action of October 20, 2004 

Claim 17 (Currently Amended) A computer program product in a computer readable 
medium for electronic voting over a global computer network, the computer program 
product comprising: 

instructions for requesting a voting ballot, for an election in which a voting entity 
has a right to vote> the re quest being made through a voting entity process using a public 
key and a priv ate key of the voting entity, wherein the voting entity encrypts the ballot 
request with a voting mediator's public key, signs the ballot request with the voting 
entity's private key and sends the ballot request to a voting mediator : 

a voting ballot through a voting entity proc e ss using a public koy and a private 
k e y of tho voting entity ; 

instructions for validating said voting ballot request by a voting mediator, using a 
separate public key and private key of the voting mediator; 

instructions for generating an electronic ballot by the voting mediator; 

instructions for sending the generated ballot to said voting entity; 

instructions for receiving a vote in said electronic ballot by said voting entity and 
sending said electronic ballot to a voting tabulator; and 

instructions for counting the vote of the electronic ballot in the voting tabulator. 

Claim 18 (Currently Amended) The computer program product as described in claim 17 

wherein said ballot requesting instruction further comprises: 

instructions for obtaining a voting certificate from the voting mediator; and 
instructions for extracting the voting mediator's public key from the voting 

certificate^ 

instructions for e ncrypting the ballot request with th o voting m e diator's public 

KOJ7 

Claim 19 (Original) The computer program product as described in claim 18 further 
comprising an instruction for packaging said ballot request within a sealed object, said 
sealed object comprising a signature of the data, voting certificate and an encryption of 
the sealed objects. 

7 



60 3EWd 



soas ojd am 



£2£BIU£IL 80 :60 S00Z/WS0 



t€-W:(ss-uiuj) NOIlVUna » C0C8 t/ZC IZ-QISO * ZCi9GZ2:SIMQ * JMXJ3-OIdSn:MAS ^ l3UJ!I wfiaXca uuajseg] WV 25: H : U 500Z/W/5 IV OAOU » 9 WO 1 33Vd 



Appl. No. 09/738,248 

Arndt dated January 19, 2005 

Reply to Office action of October 20, 2004 

Claim 20 (Original) The computer program product as described in claim 19 further 
comprising an instruction for signing said ballot request with voting entity's private key 
and sending said ballot request to the voting mediator. 



Claim 21 (Original) The computer program product as described in of claim 20 further 
comprising the steps of: 

receiving said ballot request by the voting mediator; 

decrypting the enciypted ballot request with said voting mediator's private key; 
validating said voting entity's certificate; and authenticating; and 
verifying the integrity of signed ballot request using the public key within said 
voting entity's certificate. 

Claim 22 (Original) A computer program product in a computer readable medium for 
representing a person or group that will be voting over a computer network, the computer 
program product comprising: 

instructions for requesting an electronic voting ballot using a public key and a 
private key of said computer program product; 

instructions for receiving the requested electronic voting ballot for the purpose of 
voting in an election voting the computer network; 

instructions for receiving a vote on the electronic ballot, said voting being cast 
over a computer network; and 

instructions for sending said electronic ballot to be tabulated. 
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Appl.No. 09/738,248 

Amdt dated January 19, 2005 

Reply to Office action of October 20, 2004 

Claim 23 (Currently Amended) A computer program product in a computer readable 
medium for authorizing and creating anonymous electronic ballots for use in voting over 
a computer network, the computer program product comprising: 

instructions for receiving a ballot request from a voting entity : 

instructions for decrypting the ballot request; 

instructions for validating a voting certificate contained in the ballot request; 

instructions for creating crating an electronic ballot based on information 
contained in the ballot request; and 

instructions for sending a created electronic ballot to the voting entity making fe e 
s ouroo - of -the ballot request. 

Claim 24 (Original) A computer program product in a computer readable medium for 
tabulating election results for an election in which electronic ballots, submitted over a 
computer network, are used, the computer program product comprising: 

instructions for receiving encrypted voting information containing an electronic 

ballot; 

instructions for decrypting the received encrypted voting information; instructions 
for validating the electronic ballot contained in the voting information; and 

instructions for incrementing vote totals to include votes of the electronic ballot 
contained in the received voting information. 

Claim 25 (Withdrawn) A computer connectable to a distributed computing system 
including a process for voting electronically over said distributed system comprising: 

a processor; a native operating system to manage resources in the computing 

system; 

a client program for representing a person or group that will be voting in an 
election; 

a server program for authorizing and creating electronic voting ballots; and a 
second server program for receiving, validating and tabulating electronic voting ballets. 
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Appl. No. 09/738,248 

Amdt. dated January 19, 2005 

Reply to Office action of October 20, 2004 

Claim 26 (Withdrawn) The computer as described in claim 25 wherein each of said client 
program, server and second server has a separate public key and private key. 
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